LOCAL DEMOCRACY AND BOUNDARY COMMISSION FOR WALES

AUDIT AND RISK ASSURANCE COMMITTEE MEETING HELD AT HASTINGS HOUSE CARDIFF AND VIA MICROSOFT TEAMS ON FRIDAY
11 NOVEMBER 2022 (10:30 – 11:30)

LDBCW Members Present:	Michael Imperato via MS Teams (Chair), Frank Cuthbert (Member), Dianne Bevan (Member), Julie James via MS Teams (Independent Member).

Audit Wales Representative Present:			Julie Rees via MS Teams

TIAA Representative Present:			Helen Cargill via MS Teams

Qualifications Wales Representative Present:	Sean Gaffney via MS Teams

LDBCW Officers Present:	Shereen Williams (Chief Executive), Tom Jenkins via MS Teams (Head of Policy and Programmes), David Burley (Head of Business), David Carr (Finance Manager).


1.	Apologies for Absence

1.1	There were no apologies for absence.


2.	Declarations of Interest

2.1	There were no declarations of interests.


3.	Minutes of Audit Committee meeting held on 25 July 2022

3.1	It was resolved to adopt the minutes of the Committee meeting held on 25 July 2022 subject to paragraph 4.2 being amended to include an action point regarding the Independent Member not having completed ICT security training.  It was agreed that the action point would be added to the minutes and the Action Plan.
Action:  Finance Manager    By:  30 November 2022


4.	Issues Arising from Previous Meeting.

4.1	The Committee noted that the majority of the items arising from the previous meeting had now been completed.

4.2	It was noted that the report erroneously stated that Frank Cuthbert had received the LDBCW specifications for independent research, however it transpired that this had not been possible as the Independent Remuneration Panel (IRP) had not yet discussed it.  It was agreed that the Action Plan should be amended accordingly.
Action:  Finance Manager    By:  30 November 2022

4.3	In respect of the action point regarding Qualifications Wales’ ICT Security reports including any impact on the LDBCW’s ICT Risk Register, Sean Gaffney explained that he could only provide ICT expertise, insight and advice but that it would not be appropriate for him to become involved in managing the LDBCW’s risks.

4.4	The Committee formally noted that Frank Cuthbert had been nominated as the LDBCW’s ICT Champion.

4.5	The Committee proposed that LDBCW members should be given a presentation on how community reviews are conducted.  It was agreed that this would be organised for the LDBCW’s January 2023 meeting.
Action:  Head of Policy and Programmes    By:  26 January 2023

4.6 	In respect of the action point regarding holding deep dive exercises on risk areas, the Committee considered that one should be held at the next ARAC meeting covering the LDBCW’s preparation for undertaking the IRP and Senedd work although it was noted that the position on this additional work had not yet been finalised.  It was agreed that a deep dive would be organised for the February 2023 ARAC meeting on the IRP/ Senedd work unless the Secretariat identified another suitable topic which was more established.
Action:  Chief Executive   By:  9 February 2023


[bookmark: OLE_LINK1][bookmark: OLE_LINK2]5.	ICT Data Security Report

5.1	The Committee noted that there had been no data security incidents for 2022-23 to date.

5.2	The Committee noted the ICT security report presented by Sean Gaffney.  He gave a summary of the most recent cyber threats identified by the National Cyber Security Centre (NCSC) and explained that the one that posed the most significant threat to the LDBCW was a sustained phishing campaign identified by Microsoft which attempted to identify and target individuals in organisations.  The ongoing ICT phishing simulations aimed at staff helped mitigate against this threat.

5.3	The LDBCW’s Cyber Security Exposure score had currently crept from low to medium due to the latest security software updates rolled out across the LDBCW’s Surface Pros being staggered to prevent all machines from being unavailable at the same time.  Once this security update had been installed on all machines the Cyber Security Exposure score would fall down to low again.

5.4	Sean reported that the LDBCW’s Cyber Essentials Plus accreditation had been renewed for another year in July 2022.  He informed the Committee that the criteria for next year’s Cyber Essentials had changed to include staff working from home and use of personal devices and therefore may take longer to complete.

5.5	It was reported that ICT security refresher training for staff and members would be undertaken soon.


6.	Audit and Risk Assurance Committee Work Plan 2022-23

6.1	The Committee noted the Work Plan for 2022-23.

6.2	Julie Rees alerted the Committee to the possibility that the 2022-23 external Audit Plan may not be available in time for the ARAC meeting of 9 February 2023, which was noted by members.

6.3	The Committee considered that the deep dive exercises should be informal and not included on the Committee’s annual Work Plan.  It was agreed that the ARAC would conduct the deep dive exercises and refer them to the LDBCW if required.


7.	Internal Audit – Mid Year Audit Reports 2022-23.

7.1	Helen Cargill reported that the audit work carried out in September and October 2022 had covered Key Financial Controls and ICT Data Protection Compliance although the audit report for ICT Data Protection Compliance had not been finalised in time for the meeting.

7.2	The Committee considered the final audit report on the audit of Key Financial Controls and it was noted that a Substantial Assurance rating had been given with no audit recommendations raised.

7.3	It was noted that the Summary Internal Controls Assurance (SICA) report stated that the end year audits would cover Business Continuity, Complaints and Electoral and Parliamentary Reviews.

7.4	The Chair thanked Helen Cargill for her report.


8.	Audit and Risk Assurance Committee Self-Assessment Questionnaire.

8.1	The Committee noted the ARAC self-assessment questionnaire for 2022-23 and the proposal that the self-assessment be delayed until the February meeting to allow members the benefit of being in position for a full year of Committee meetings.  It was agreed the self-assessment would be distributed at the February 2023 meeting for completion by the July 2023 meeting.
Action:  Finance Manager    By:  9 February 2022

8.2	It was noted that the self-assessment questionnaire lacked guidance on some of the questions regarding skills and requirements.  It was agreed that some guidance would be provided to members for completion of the questionnaire.
Action:  Finance Manager    By:  9 February 2022


9.	Audit Recommendations – Progress Report.

9.1	The Committee considered the progress on the outstanding internal and external audit recommendations.

9.2	The remaining 2020-21 internal audit recommendations regarding the electoral review desk instructions was due to be implemented by January 2024.

9.3	The 2022-23 external audit recommendation regarding checking the Assets register to ensure only assets which have been disposed of are removed from the register was very close to being implemented.


10.	Risk Management Report

10.1	Consideration was given to the current risk registers and policy.  Details of the changes made to both the Corporate and Operational risk registers since the last Committee meeting were reported and noted.


11.	Handy Risk Assessment Tool (HART)

11.1	The Committee noted the report on the current position regarding the LDBCW’s progress with HART.  It was reported the both the Chair and Independent Member had participated in a HART workshop run by Welsh Government.
	[the HART Workshop slides were subsequently received and circulated to members]

12.	Budget Monitoring Report.

12.1	The Committee noted the minutes of the budget report presented at the Commission meeting of 19 October 2022.

12.2	It was noted that the budget continued to follow the recent trend of the last several months and would be underspent at the year end.


13.	Gifts and Hospitality – Report and Declarations

13.1	The Committee noted that no declarations of gifts of hospitality had been made since the previous meeting.


14.	Complaints

14.1	The Committee noted that no complaints had been received since the previous meeting.  There was some discussion regarding what constituted a formal complaint, and it was agreed that the LDBCW Complaints Policy would be included under the complaints item on the February meeting agenda for Members’ consideration.
Action:  Finance Manager    By:  9 February 2022


15.	Whistleblowing and Fraud Report and Policies

15.1	The Committee noted that there had been no instances of whistleblowing or fraud since the previous meeting.


16.	Freedom of Information Report

16.1	The Committee noted the FoI requests for information received between 14 July and 2 November 2022.


17.	Any Other Business

17.1	Shereen Williams reported that the LDBCW had considered the Welsh Government’s White Paper and that the only impact on the Committee would be a name change to the Audit and Governance Committee which the LDBCW had agreed to.

17.2	Julie Rees informed the Committee that Audit Wales had published reports covering issues such as Equality Impact and Cyber Security and proposed that such reports could be included as a standing item for consideration at future Committee meetings.  It was agreed that Audit Wales reports would be included as standing item on future Committee agendas.
Action:  Finance Manager   By:   9 February 2023 


18.	Dates of Next Meeting

18.1	Date of the next meeting was 9 February 2023 at 09:30.
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