LOCAL DEMOCRACY AND BOUNDARY COMMISSION FOR WALES

AUDIT AND RISK ASSURANCE COMMITTEE MEETING HELD VIA MICROSOFT TEAMS ON MONDAY
25 JULY 2022 (09:30 – 11:15)


LDBCW Members Present:	Michael Imperato (Chair), Frank Cuthbert (Member), Dianne Bevan via MS Teams (Member), Julie James via MS Teams (Independent Member)

Audit Wales Representative Present:			Julie Rees via MS Teams

TIAA Representative Present:			Helen Cargill via MS Teams

Qualifications Wales Representative Present:	Sean Gaffney via MS Teams

LDBCW Officers Present:	Shereen Williams via MS Teams (Chief Executive), David Carr (Finance Manager), Tom Jenkins via MS Teams (Head of Policy and Programmes)


1.	Apologies for Absence

1.1	Apologies were received for David Burley (Head of Business) who was on leave.


2.	Declarations of Interest

2.1	Helen Cargill (TIAA) declared an interest in agenda item 12 Annual Internal Audit Assessment.


3.	Minutes of Audit Committee meeting held on 28 February 2022

3.1	It was resolved to adopt the minutes of the Committee meeting held on 28 February 2022.


4.	Issues Arising from Previous Meeting.

4.1	The Committee noted that all of the items arising from previous meetings had now been completed.

4.2	It was noted that Julie James had yet to complete her ICT Security training.  It was agreed that this would be arranged as soon as possible.
Action:  Finance Manager   By:  11 November 2022


5.	IT Data Security Report

5.1	The Committee noted that there had been no data security incidents for 2022-23 to date.

5.2	The Committee noted the ICT security report presented by Sean Gaffney.  He gave a summary of the most recent cyber threats identified by the National Cyber Security Centre and explain that none of these posed a significant threat to the LDBCW.

5.3	It was noted that the LDBCW’s Cyber Security Posture exposure score was currently at medium.  Sean Gaffney explained that this was due to Microsoft having recently released a security patch which would take time to upload to all of the LDBCWs Surface Pros, following which the exposure score should return to low.

5.4	In respect of Information Security Incidents, the chart of security incidents showed a typical pattern of blocked cyber attacks with the exception of a large instance of malware attacks in June 2022.  It was reported that this was a ‘false’ positive generated by cyber security testing which was part of the Cyber Essential renewal process and that the LDBCW had successfully renewed their annual Cyber Essentials accreditation in July 2022.


[bookmark: OLE_LINK1][bookmark: OLE_LINK2]6.	Audit and Risk Assurance Committee Work Plan 2022-23

6.1	It was reported that a new Work Plan had been drafted for 2022-23.

6.2	The Committee noted and agreed the content of the 2022-23 Work Plan.


7.	Audit and Risk Assurance Committee Terms of Reference.

7.1	The Committee noted the content of the Terms of Reference.  It was agreed that Section 9 of the Terms of Reference should include an additional requirement that an Action Log from each Committee meeting be circulated to members two weeks after the meeting.
Action:  Finance Manager   By:  8 August 2022


8.	Audit Wales:  Audit Plan 2021-22.

8.1	Julie Rees explained that the Audit Plan was usually presented at the Committee’s February meetings but that this had not been possible for the 2022 February meeting as the Plan template had not been issued at that time.  However, the Committee had been provided with an update of the main issues expected to be included in the Audit Plan at that meeting.

8.2	The Committee noted the final Audit Plan for 2021-22 and the proposed audit fee.


9.	Audit Wales:  Enquiries to Those Charged with Governance 2021-22.

9.1	It was reported that this questionnaire was issued annually by Audit Wales to the ARAC and LDBCW management to be completed and returned in advance of the audit of the annual financial statements and accounts.  The questionnaire required responses covering the mitigation of the risk of fraud and compliance with legislation and related party transactions.

9.2	The Committee considered and agreed the responses to the 2021-22 questionnaire provided by the previous ARAC members and management.


10.	Annual Accounts 2021-22 and Audit of Financial Statements Report.

10.1	It was noted that the draft financial statements and accounts had been considered by the LDBCW at their meeting held on 15 June 2022.

10.2	Julie Rees reported that accounts had been received on time and as a result the original timetable for carrying the audit had been met.  It was the Auditor General’s intention to issue an unqualified audit report subject to there being no events affecting the accounts up to the point of the Auditor General’s certification scheduled for 27 July 2022.

10.3	There were no uncorrected misstatements in the accounts or significant issues arising from the audit.  There were 4 corrected misstatements in the accounts, which were some minor amendments to the amounts disclosed for staff and members’ remuneration, an adjustment in respect of reinstating some assets back onto the fixed assets register which had been removed in error, adjustments to the amounts of 2 prepayments due to errors in calculating the prepayment period and the reclassification of a contingent liability as a provision.

10.4	There was one audit recommendation raised in the report which was that a review of the fixed asset register is undertaken to ensure that it reflects all assets that are still in use and that assets are only removed once they have been disposed of.  The recommendation had been accepted by management.

10.5	In respect of the Annual Report, Frank Cuthbert requested that a copy of the LDBCWs specification for the independent research project for the next 10 year electoral review programme be sent to him.  It was agreed that the Chief Executive would send a copy of the independent research specification to Frank Cuthbert.
Action:  Chief Executive  By:  31 August 2022

10.6		The Chair thanked Julie Rees for her report.  The Committee approved the audited accounts and their signing and agreed to sign the Letter of Representation.


11.	Annual Internal Audit Plan 2022-23

11.1	Helen Cargill said that the Internal Audit Strategy covered the next 3 years from 2022-23 to 2024-25 and included the internal audit strategy and key emerging themes which were worked into the Audit Plan where applicable.

11.2	Appendix A set out the annual plan for 2022-23 which covered Business Continuity, Complaints, Key Financial Controls ICT Data Protection Compliance and Electoral and Parliamentary Reviews.

11.3	The Committee approved the Audit Strategy and Annual Internal Audit Plan 2022-23.


12.	LDBCW Annual Internal Audit Assessment 2021-22.

12.1	It was reported that the Commission’s Accounting Officer and Audit and Risk Assurance Committee had completed their annual assessment of internal audit for 2021-22.  The Committee noted the conclusions of the assessment which were that the independence and performance of Internal Audit was of a high standard and had met the standards pertaining to quality assurance.

12.2	The Committee noted the report and the outcome of the 2021-22 assessment exercise.


13.	Audit Recommendations – Progress Report.

13.1	The Committee noted the report and the progress on the outstanding internal audit recommendations, the majority of which had now been implemented.

13.2	The only internal audit recommendation outstanding was in respect finalising desk instructions for the electoral review programme.  This was not due to be implemented until January 2024 in order to reflect changes to the forthcoming electoral review programme.

13.3	In respect the recommendation that deep dive reviews of key risks be undertaken, this had been originally rejected, however, after further consideration in was decided that it would be beneficial if such an exercise were to be conducted periodically in future.  It was agreed that a deep dive of risks should be tabled as an agenda item for a future meeting.

13.4	In respect of the recommendation that staff be prevented from accessing personal email accounts using corporate IT devices it was noted that whilst this recommendation had been initially rejected it had been temporarily implemented due to the heightened risk following the invasion of the Ukraine.  It was intended that this temporary implementation would be removed once the threat level had decreased.  It was noted that it was the responsibility of Qualifications Wales to determine when the threat level had decreased sufficiently for the restriction to be removed.


14.	Schedule of Losses 2021-22

14.1	The Committee noted that the LDBCW had recorded a loss of £425 during 2021-22 and that a report of this loss had been submitted to Welsh Government.

14.2	It was noted that the loss was incurred as a result of the cancellation of a hotel conference room and the Committee considered that LDBCW should give consideration to making such bookings at flexible rates if the cost was not significantly higher than normal rates.


15.	Business Continuity Report 2022-23

15.1	The Committee noted that there had been no tests of the Business Continuity Plan since 2020-21 because the Plan was active in response to the ongoing COVID-19 restrictions.  The report gave a summary of the areas where changes and improvements had been made to the LDBCW’s processes to overcome the difficulties experienced at the start of the Covid 19 Pandemic.

15.2	Shereen Williams updated the Committee on the current situation regarding the proposed accommodation relocation at the end of the current accommodation lease.

15.3	The Committee noted the report on Business Continuity and the conclusion that the current arrangements were sufficiently robust.


16.	Risk Management Report

16.1	Consideration was given to the current risk registers and policy.  Details of the changes made to both the Corporate and Operational risk registers since the last Committee meeting were reported.

16.2	The Committee considered the request made by the LDBCW Chair that a new risk be drafted covering the impact and risks associated with the proposed increased remit and workload of the LDBCW.  There was some discussion as to whether the new risk would be included on the Corporate Risk Register or be covered by a separate risk register.  It was agreed that the Management Team would draft a new risk register to cover the proposed remit and workload and submit it to a future LDBCW meeting for approval.
Action:  Chief Executive  By:  31 October 2022

16.4	It was agreed that the proposed new risk register would be included on the agenda for the February ARAC meeting.
Action:  Finance Manager  By:  31 January 2023

16.5	It was agreed that the LDBCW should review their risk appetite at a future meeting.
Action:  Finance Manager  By:  31 January 2023


17.	ICT Risk Register

17.1	Consideration was given to the current ICT risk register.  It was noted that Qualifications Wales had reviewed the ICT risk register in August 2021.

17.2	It was agreed that ICT Security Report tabled at ARAC meetings by Qualifications Wales should include any impact on the ICT Risk Register.
Action:  Finance Manager  By:  31 January 2023


18.	Budget Monitoring Report.

18.1	The Committee noted the minutes of the budget report presented at the Commission meeting of 15 June 2022.


19.	Gifts and Hospitality – Report and Declarations

19.1	The Committee noted that no declarations of gifts of hospitality had been made since the previous meeting.


20.	Complaints

20.1	The Committee noted that no complaints had been made to the LDBCW since the previous meeting.


21.	Whistleblowing and Fraud Report and Policies

21.1	The Committee noted that there had been no instances of whistleblowing or fraud since the previous meeting.

21.2	The Committee noted the Fraud and Whistleblowing policies.  It was considered that the Whistleblowing policy should include a checklist or flowchart showing the process to be taken should the policy be enacted.

21.3	There was discussion regarding whether the LDBCW Chair or ARAC Chair would be most appropriate as Whistleblowing Champion.  It was considered that this issue should be raised at an LDBCW meeting.  It was agreed that the Chief Executive would raise this under issues arising at the September LDBCW meeting.
Action:  Chief Executive  By:  15 September 2022


22.	Freedom of Information Report

22.1	The Committee noted the FoI requests for information received between April 2022 and July 2022.


23.	Any Other Business

23.1	There was no other business.


24.	Dates of Next Meetings

24.1	It was agreed that the Finance Manager would email members to request their availability for the November and February meetings.
Action:  Finance Manager  By:  31 July 2022
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