LOCAL DEMOCRACY AND BOUNDARY COMMISSION FOR WALES

AUDIT AND RISK ASSURANCE COMMITTEE MEETING HELD VIA MICROSOFT TEAMS ON TUESDAY 25 JULY 2023 (09:30 – 11:00)


LDBCW Members Present:	Michael Imperato (Chair), Frank Cuthbert (Member), Dianne Bevan (Member), Julie James via MS Teams (Independent Member)

Audit Wales Representative Present:			Julie Rees via MS Teams

TIAA Representative Present:			Mike Collier via MS Teams

Qualifications Wales Representative Present:	Sean Gaffney via MS Teams

LDBCW Officers Present:	Shereen Williams (Chief Executive), David Carr (Finance Manager), David Burley (Head of Business), Christian Lovatt (Review Officer)


1.	Apologies for Absence

1.1	There were no apologies for absence.


2.	Declarations of Interest

2.1	There were no declarations of interest.


3.	Minutes of Audit Committee meeting held on 9 February 2023

3.1	It was resolved to adopt the minutes of the Committee meeting held on 9 February 2023.


4.	Issues Arising from Previous Meeting.

4.1	The Committee noted that the majority of items arising from previous meetings had now been completed or were being dealt with later on the agenda.

4.2	It was noted that ICT Security training for LDBCW Members would now be arranged as all new members had been appointed.
Action:  Head of Business / Qualifications Wales   By:  22 November 2023

4.3	It was noted that a report on how the IRP work would impact on LDBCW review work had been postponed until the November ARAC meeting as there was currently nothing substantial to report.
Action:  Chief Executive   By:  22 November 2023


5.	IT Data Security Report

5.1	The Committee noted that there had been no data security incidents for 2023-24 to date.

5.2	The Committee noted the ICT security report presented by Sean Gaffney.  He gave a summary of the most recent cyber threats identified by the National Cyber Security Centre and explain that none of these posed a significant threat to the LDBCW.  However, high level hacking software had recently been made widely available and he advised that the LDBCW should be particularly vigilant on cyber security during periods when sensitive review work was being carried out.

5.3	It was noted that the LDBCW’s Cyber Security Posture exposure score was currently at Medium as Microsoft had identified new vulnerabilities and were still working on the updates necessary to mitigate them.   This update would be uploaded to all of the LDBCWs Surface Pros as soon as it was available, following which it was expected that the exposure score should return to low.  Sean Gaffney explained that in the meantime, the LDBCW’s ICT system still had considerable protection provided by Windows Defender which was installed on all machines.

5.4	It was report that the LDBCW’s Cyber Essentials accreditation had been renewed on 12 July 2023 and that work towards obtaining IASME Cyber Assurance was currently ongoing.


[bookmark: OLE_LINK1][bookmark: OLE_LINK2]6.	Audit and Risk Assurance Committee Work Plan 2023-24

6.1	It was reported that a new Work Plan had been drafted for 2023-24.  The Committee noted and agreed the content of the 2023-24 Work Plan.


7.	Audit and Risk Assurance Committee Terms of Reference.

7.1	The Committee considered the ARAC Terms of Reference.  It was noted that the document contained references to Cabinet Office which were no longer relevant.  It was agreed that these references should be changed to say ‘relevant BCW UK Government Sponsor Department’.
Action:  Finance Manager   By:  31 July 2023

7.2	It was agreed that paragraph 2.2 should be updated to say 2 appointed Independent External Members subject to Welsh Government agreement instead of a single independent member.
Action:  Finance Manager   By:  31 July 2023


8.	Audit Wales:  Audit Plan 2022-23.

8.1	Julie Rees explained that the Audit Plan for 2023 set out the proposed work for the audit of the 2022-23 financial statements.  The audit work on the draft accounts was currently ongoing but due to the additional audit requirements of IAS 315 it had not been possible to complete the audit in time for audited accounts to be presented at the meeting and these would have to be signed off at meeting to be arranged for later date.

8.2	The report set out the materiality level for misstatements on the accounts which was £23,241.  Exhibit 1 gave the main financial audit risk which could lead to material misstatements which was the risk of management override of controls.  The audit response to this would be testing journal entries and adjustments made to the financial statements, reviewing accounting estimates and checking significant transactions.

8.3	Exhibit 2 set out further risks of material misstatements which were:

· The newly adopted accounting standard IFRS16 which significantly changed how operating leases are accounted for.
· The risk that the LDBCW’s non-current assets are accounted for following the prior year’s audit findings.

8.4	The plan also included details of the audit team and timetable and set out the audit fee for the year which had increased by 10% in line with Audit Wales’s most recent fees consultation.  It was expected that the audit would be completed in late July or early August with the Audit Report and Management Letter issued in August or September.

8.5	The Committee noted the Audit Plan for 2023.


9.	Audit Wales Reports – ARAC Update.

9.1	The Committee noted the report from Julie Rees which gave details of current and planned work by Audit Wales together with recent publications and good practice initiatives.


10.	Annual Accounts 2022-23 and Audit of Financial Statements Report.

10.1	Julie Rees explained that, as reported earlier in the meeting, the audit of the LDBCW’s annual report and accounts was currently ongoing and therefore this item would need to be postponed until a future date.


11.	Annual Internal Audit Plan 2023-24

11.1	Mike Collier said that the Internal Audit Plan 2023-24 had been amended to reduce the number of days allocated to the audit of Payroll as agreed at the February 2023 meeting.  It was noted that the resulting spare day had been allocated to an audit of the Welsh Language Standards.

11.2	The Committee approved the amended Annual Internal Audit Plan 2023-24.


12.	LDBCW Annual Internal Audit Assessment 2022-23.

12.1	It was reported that the Commission’s Accounting Officer and Audit and Risk Assurance Committee Members had completed their annual assessment of internal audit for 2022-23.  The Committee noted the conclusions of the assessment which were that the independence and performance of Internal Audit was of a high standard and had met the standards pertaining to quality assurance.

12.2	The Committee noted the report and the outcome of the 2022-23 assessment exercise.


13.	ARAC Self-Assessment Exercise 2022-23.

13.1	It was reported that the Audit and Risk Assurance Committee Members had completed their recently reviewed and updated annual self-assessment questionnaire.  It was noted that the overall conclusion was that the ARAC had operated effectively during 2022-23.

13.2	The responses were collated and analysed and it was noted that there had been some uncertainty over Question 25 due to the low number of managers within the LDBCW.  It was agreed that this question would be amended to read ‘engage with relevant managers’ instead of ‘engage with a wide range of managers’.
Action:  Finance Manager   By:  31 July 2023

13.3	In respect of Question 25 regarding whether the ARAC formally evaluated how it was adding value to the LDBCW, it was noted that this was considered as part of the drafting of the ARAC Chair’s annual report.


14.	Audit Recommendations – Progress Report.

14.1	The Committee noted the report and the progress on the outstanding internal audit recommendations, the majority of which had now been implemented.

14.2	The only long standing internal audit recommendation outstanding was in respect finalising desk instructions for the electoral review programme.  This was not due to be implemented until January 2024 in order to reflect changes to the forthcoming electoral review programme.

14.3	It was noted that the single internal audit recommendation arising from the 2022-23 internal audit, that a central log for all complaints received be created, had been fully implemented.


15.	Schedule of Losses 2022-23

15.1	The Committee noted that the LDBCW had recorded a loss of £660 during 2022-23 and that a report of this loss had been submitted to Welsh Government.

15.2	It was noted that the loss was incurred as a result of the disposal of an obsolete franking machine which still had some residual Net Book Value remaining on the Assets Register.


16.	Risk Management Report

16.1	Consideration was given to the current risk registers and policy.  Details of the changes made to both the Corporate and Operational risk registers since the last Committee meeting were reported.

16.2	The Committee considered there were potential risks associated with the end of the appointment of the long standing independent ARAC member due to the loss of substantial knowledge gained during her term of appointment.  It was agreed that a new risk reflecting this would be drafted and added to the Corporate Risk Register with the main mitigating action being a briefing provided to the new independent ARAC members.
Action:  Finance Manger/ Chief Executive  By:  30 September 2023

16.3	It was noted that operational risk OP11 had a mitigating action stating that a Business Continuity Plan test would be carried out by 30 June 2023.  However, the testing had been postponed pending changes to Cyber Essentials Plus accreditation requirements and IASME certification which could include changes impacting on Business Continuity requirements.  It was agreed that the Business Continuity Plan test would be carried out later in 2023.
Action:  Senior Management Team  By:  30 September 2023


17.	ICT Risk Register

17.1	Consideration was given to the current ICT risk register.  Details of the changes made to the register since the last Committee meeting were reported and noted.


18.	Budget Monitoring Report.

18.1	The Committee noted the minutes of the budget report presented at the Commission meeting of 21 June 2023.


19.	Accommodation Move Progress Report

19.1	The Committee noted the report and details of the accommodation space being offered by Welsh Government.

19.2	It was reported that the LDBCW had now received a response from Welsh Government regarding ICT requirements for the move and the details had been shared with Qualifications Wales.  Details of estimated costs for refurbishment and other changes were still being awaited from Welsh Government Estates and these costs were required in order to let Welsh Government know the impact on LDBCW budget requirements.  More information on the estimated costs should be available by the next ARAC meeting.  It was expected that the move to Cathays Park would take place before the rebranding of the LDBCW.


20.	Future Work Programme

20.1	The Committee noted the report from the Chief Executive which outlined the effect of the two Bills being introduced by Welsh Government, the Senedd reform Bill and the Electoral Reform Bill, which would impact on the remit, rebranding and functions of the LDBCW.  The effect of these Bills would expand the functions of the LDBCW and also rebrand it and transfer the functions of the Independent Remuneration Panel.  There was discussion regarding the additional requirements for the LDBCW and the additional resources that would be required and some concerns regarding the Electoral Management Board function which would require additional expertise.

20.2	It was reported that the ARAC could take assurance from the Welsh Government Implementation Board, which included the LDBCW Chair and Chief Executive, which had a clear plan for effecting the changes and also a separate risk register, however, it would remain the responsibility of the ARAC to look at issues and elements of risk that impacted the LDBCW.  The remuneration rate for the Independent Remuneration Panel members was higher than LDBCW members rates and there would need to be discussion with Welsh Government regarding this discussing members job descriptions.

20.3	The report to the November ARAC meeting would have more clarity on the position with the Electoral Management Board function and also the Implementation Board risk register.

20.4	It was agreed that a new risk should be added to the Risk Register regarding the induction of the new additional independent ARAC members.
Action:  Finance Manger/ Chief Executive  By:  30 September 2023


21.	Gifts and Hospitality – Report and Declarations

21.1	The Committee noted that no declarations of gifts of hospitality had been made since the previous meeting.


22.	Complaints

22.1	The Committee noted that no complaints had been made to the LDBCW since the previous meeting.


23.	Whistleblowing and Fraud Report and Policies

23.1	The Committee noted that there had been no instances of whistleblowing or fraud since the previous meeting.


24.	Freedom of Information Report

24.1	The Committee noted the FoI requests for information received between April 2023 and July 2023.


25.	Any Other Business

25.1	The Chair extended his best wishes to Julie James who was attending her last meeting as independent ARAC member having held the position for over 10 years.  He expressed his gratitude for her valuable contributions to the Committee both during and prior to his term as Chair.


26.	Dates of Next Meetings

26.1	The next meeting is due to be held on Wednesday 29 November 2023.
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